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SETTING THE FRAMEWORK FOR BIOMETRIC
PRIVACY LEGISLATION AFTER THE "BIG BANG"
OF BIOMETRICS IN THE WORKPLACE
INTRODUCTION

The rise of biometric technology in the private sector has ignited a
fundamental shift in the way employers conduct their business practices.'
From facilitating employee time management with fingerprint and hand
scanners, to bolstering workplace security with facial and voice
recognition systems, the benefits of using biometrics in the workplace are
extensive.2 Coupled with these benefits, however, are the lurking risks
associated with the use of biometric information.3 Millions of Americans,
for example, use their biometric traits, such as their fingerprint or facial
characteristics, to access finances, authenticate purchases, and protect
other types of sensitive data.4 A corollary to this, of course, is that when
an employee is required to forego their biometric traits for employment
purposes, they are potentially handing over the password to all of their
private information.5
1.

Selena Larson, Beyond passwords: Companies Use Fingerprints and Digital Behavior to

ID Employees, CNN BUS. (Mar.
/biometrics-workplace/index.html.
2.

18, 2018), https://money.cnn.com/2018/03/18/technology

See generally Anil K. Jain et al., 50 Years of Biometric Research: Accomplishments,

Challenges, and Opportunities, 79 PATTERN RECOGNITION LETTERS 80, 82-94 (2016), https://
www.cse.msu.edu/-rossarun/pubs/JainNandakumarRoss_50YearsPRL2016.pdf (discussing the use
of biometric technologies in the workplace); see also Susan G. Sholinsky & Barbara J. Harris,
Biometrics in the Workplace, THOMSON REUTERS (June 2018), https://www.ebglaw.com/content

/uploads/2018/06/PLJ-Jun18-Sholinsky-Feature-Biometrics-In-The-Workplace.pdf.
3. See 740 ILL. COMP. STAT. ANN. 14/5(d) (West 2008) ("An overwhelming majority of
members of the public are weary of the use of biometrics .... "); see also Jayshree Pandya, Hacking
Our Identity: The Emerging Threats from Biometric Technology, FORBES (Mar. 9, 2019), https://
www.forbes.com/sites/cognitiveworld/2019/03/09/hacking-our-identity-the-emerging-threats-frombiometric-technology/#6788d4155682.
4. 740 ILL. COMP. STAT. ANN. 14/5(c).
5. See Catherine Stupp, The Humble Office ID Badge Is About to Be Unrecognizable;Plastic
Cards May Soon Give Way to Biometric Systems, Microchip Implants, Gait Recognition and Other
Technologies that Aim to Improve Security, GenerateHealth Data and Monitor Workers., WALL ST.

J. (Jan. 6, 2020), https://www.wsj.com/articles/the-humble-office-id-badge-is-about-to-beunrecognizable-11578333651.
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Despite these concerns, there are no federal laws directly regulating
the collection and use of biometrics, and the overwhelming majority of
6
states have similarly failed to address the issue. Moreover, the state
statutes that currently regulate biometric information lack uniformity.'
Consequently, there is nothing prohibiting the majority of employers from
collecting, storing, and manipulating their employees' biometric
information.8
The absence of adequate biometric privacy legislation, when taken
together with the emergence of biometrics in the workplace, as well as the
rapid advancement of biometric technologies, all underscore the need for
a federal biometric privacy statute.9 Accordingly, this note proposes the
framework for such a statute in the following three parts.
Part I will discuss the background of biometrics and will provide
definitions for commonly used terms in the biometrics landscape.10
Moreover, this part will explore how and why biometrics are collected
and utilized in the workplace."1 This part will then highlight the reasons
why biometrics warrant comprehensive protections.12
Part H will examine the modern landscape of biometric privacy
legislation in the United States.13 First, this part will discuss the failed
proposals for biometric privacy legislation at the federal level.' 4 Second,
it will explore and compare the state statutes governing biometric
privacy." Finally, this part will gather the most comprehensive principles
from the state statutes to set the framework for the proposed federal
biometric privacy statute (hereinafter "BPS").16

6.

See infra Parts

h.A-B;

see also H.R. 4381 (113th): Biometric Information Privacy Act,

GovTRACK, https://www.govtrack.us/congress/bills/1 13/hr4381 (last visited Jan. 30, 2020).
7. See infra Part H.C. See, e.g., 740 ILL. COMP. STAT. ANN. 14/20 (2008); N.Y. GEN. BUS.

§ 899-aa(1)

(McKinney 2020).
8. See infra Parts h.A-C. But see EEOC v. Consol Energy, Inc., 860 F.3d 131, 148 (4th Cir.
2017) (holding that employer failed to accommodate employee under Title VII where employee
refused to submit biometrics on account of his religious beliefs). According to the employee, using a
"hand scanner would associate him with the Mark of the Beast, causing him through his will and
actions to serve the Antichrist." Id. at 138; see also Sholinsky & Harris, supra note 2 (noting a
potential exception in cases involving collective bargaining agreements).
9. See infra Parts I-Il.
10. See infra Part I.A.
11. See infra Part I.B.
12. See infra Part I.C.
LAw

H.

13.

See infra Part

14.
15.
16.

See infra Part H.A.
See infra Parts H.B-C.
See infra Parts II.C-D.
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Part III will assemble the provisions of the proposed BPS into the
framework of a federal employment statute.17 This part will also
analogize the Genetic Information Nondiscrimination Act (hereinafter
"GINA") to the BPS solution to demonstrate its viability on the federal
scale. 18 Moreover, this part will examine federal antidiscrimination
principles in the context of the proposed BPS. 19 Finally, this part will
assemble the final framework for the BPS and analyze its likelihood of
success in bringing order to the currently tumultuous landscape of
biometric privacy legislation. 20
I.

BACKGROUND

Comprehending the biometric threat necessitates an understanding
of biometrics-what they are, how they are used, and the potential risks
they impose on employees. 21 Accordingly, this part will begin by defining

biometrics.
A.

Defining Biometric Terms
1.

The Different Types of Biometrics

Biometrics may be defined as the "automated or semi-automated
recognition of individuals based on their" unique, measurable traits. 22
These traits are typically divided into two categories: biological or
behavioral.23 Biological traits are derived from an individual's physical
attributes-such as their fingerprints, face, and iris. 24 Behavioral traits,
on the other hand, are gathered from "human behavioral patterns,"
including an individual's gait, typing rhythm, and pattern of speech. 5

17. See infra Part III.
18. See infra Part III.
19. See infra Part III.C.
20. See infra Part III.
21. See infra Part I.A.
22. Arun Ross et al., Some Research Problems in Biometrics: The Future Beckons (2019)
(citing ANiL K. JAIN ET AL., INTRODUCTION TO BIOMETIUCS (2011)), https://pdfs.semanticscholar.org

/0608/4d91b5a92aldfd37b4dc7c54d4ef6043d209.pdf.
23. Fingerprints and Other Biometrics, FBI, https://www.fbi.gov/services/cjis/fingerprintsand-other-biometrics (last visited Feb. 18, 2020).
24. Fingerprints: The Most Popular Biometric, TIMEDOX (Jan. 9, 2017), https://
www.inauth.com/blog/fingerprints-popular-biometric/.
25. Behavioral Biometrics, INT'L BIOMETRICS+IDENT=TY Ass'N 1, 3, https://www.ibia.org

/download/datasets/3839/Behavioral%20Biometrics%20white%20paper.pdf
2019).
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Biological traits, generally, are considered to be more reliable than
behavioral traits because they are less subject to change over the course
of an individual's lifetime. 26 As biometric technology continues to
advance, however, behavioral identifiers are becoming increasingly more
reliable. In fact, biometric technology is now capable of capturing a
28
27
variety of biometric traits, including, among other things, ear features,
30
29
Moreover, from these traits, it is
hand geometry, and heart rate.
of an individual," such as
attributes
of
types
other
"possible to deduce
"age, gender, ethnicity," health status, and physical attributes such as
"height, hair color, and eye color."" These attributes (commonly referred
to as "soft biometrics") can be "discerned at a distance in a crowded
environment," and their collection requires little to "no cooperation of the
observed subjects."32
2.

Biometric Systems

Although biometric traits can be derived from a multitude of
different sources, they are all analyzed under a "biometric recognition
system."33 Generally, a biometric recognition system operates in two
34
The
stages: the "enrollment stage" and the "recognition stage."
enrollment stage refers to the process of capturing an individual's
biometric trait using "a biometric sensor," extracting its distinguishable

26.

Biometrics: definitions, trends, use cases, laws and latest news, THALES, https://

www.thalesgroup.com/en/markets/digital-identity-and-security/govemment/inspired/biometrics
visited Nov. 14, 2020).
27. See Jain et al., supranote 2, at 83.
28.

(last

Elizabeth J. Ragan et al., Ear Biometricsfor Patient Identification in Global Health: A

Cross-SectionalStudy to Test the Feasibilityof a Simplified Algorithm, 9 BMC RES. NOTES 2 (Nov.
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC5094067/pdf/1 3104_2016_Article
2016),
2,
_2287.pdf.
29.

See, e.g., Biometrics: definitions, trends, use cases, laws and latest news, supra note 26

(discussing fingerprints, handshape, and vein patterns).
30. See, e.g., David Hambling, The Pentagon has a laser that can identify people from a
distance-by their heartbeat, MIT TECH. REV. (June 27, 2019), https://www.technologyreview.com

/2019/06/27/23 8884/the-pentagon-has-a-laser-that-can-identify-people-from-a-distanceby-theirheartbeat/ (discussing the Pentagon's cardiac signature detection laser).
31. Antitza Dantcheva et al., What Else Does Your Biometric Data Reveal? A Survey on Soft
Biometrics, 11 IEEE TRANSACTIONS ON INFO. FORENSICS & SEC. 441 (2015). Biometrics may even

reveal an individual's health-status, and whether the individual is predisposed to certain medical
ailments. See Pam Belluck, Footprints to Cognitive Decline and Alzheimer's Are Seen in Gait, NY

TIMES (July 16, 2012), https://www.nytimes.com/2012/07/17/health/research/signs-of-cognitivedecline-and-alzheimers-are-seen-in-gait.html.
32. Dantcheva et al., supra note 31, at 442.
33. Jain et al., supra note 2, at 81.
34. Id.
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characteristics into a "feature set," and storing the feature set as a
"template" in a database.3 5
This template (hereinafter "reference
template") is tagged with an "identifier," such as the individual's name,
for the purpose of associating the template with a specific individual. 36
In the recognition stage, "a new sample of the biometric trait is
obtained," 3 7 and its characteristics are extracted and stored.38 This new
sample may be used either for identification or verification. 39
Identification refers to the process of determining an individual's identity
without the individual "having to claim an identity." 40 If the goal of the
recognition system is identification, then -the new sample must be
compared against all of the reference templates currently existing in the
subject database. 41 This process is commonly used for law enforcement
and forensics purposes. 42 Any fingerprints found at the scene of a crime,
or on a murder weapon, for example, are collected and submitted into a
database to determine if there is a match. 43 Since the owner of the
fingerprints is presumably unknown, they must be compared against every
reference template already existing in the database, signifying a "one-tomany" identification system. 44
Verification, on the other hand, refers to the process of verifying the
"claimed identity of an individual." 45 If the goal of the recognition system
is to verify an individual, the new sample needs to be compared only to
the reference template "corresponding to the claimed identity" of the
individual. 46 Because the comparison template is only compared to one
reference template, this process is typically referred to as a "one-to-one
match." 47 This verification process is often utilized in the employment
context. 48

35.
36.
37.
38.
39.
40.
41.
42.
43.

Id.
Id.
Id. at 82.
See id.
See id.
Id.
See id.
See Fingerprintsand Other Biometrics, supra note 23.
Id.

44.

See Jain et al., supra note 2, at 82.

45.
46.
47.
48.

Id.
See id.
See id.
See Sholinsky & Harris, supra note 2, at 37.
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Biometric Information in the Workplace

In the employment context, biometric verification enables employers
to mitigate "time theft" and bolster workplace safety. 49 Time theft,
generally, occurs when an employee accepts payment for more hours than
they worked. 50 An employee commits time theft, for example, when they
"commit[] timesheet fraud and round[] up their hours," take
"unauthorized paid breaks," or "conduct[] personal business while on the
clock."" Another way an employee commits time theft is by "buddy
punching."" Buddy punching occurs "when a coworker clocks in for
another employee," making it appear as if the "employee arrived earlier
53
Research suggests that "U.S.
or left later than they actually did."
employers lost 373 million dollars to buddy punching" in 2017 alone."
By utilizing biometric technology, however, employers may largely
mitigate such losses."
"Biometric time clocks," for example, "require the individual
56
This
characteristics of each employee to identify the employee."
physically
be
to
has
employee
"the
because
punching
buddy
prevents
57
present" to use the biometric clock. The typical biometric clock utilizes
"fingerprints or hand scans," but for those employers seeking to integrate
additional security measures into their biometric system, facial data may
also be used. 58 Trueface,59 for instance, utilizes easily deployable facial
recognition technology to create safer and smarter environments for
Employees need only enroll their biometrics in their
employees.60

49. See id. at 38.
50. See Experts Weigh in: Wage Theft Versus Time Theft, TSHEETS, https://www.tsheets.com
/resources/wage-theft (last visited Feb. 17, 2020).
51. Ashik Ahmed, How to Insure Against Time Theft, FORBES (Jan. 19, 2018), https://
www.forbes.com/sites/ashikahmed/2018/01/19/how-to-insure-against-time-theft/#17367fe05ac8.
52. Annemaria Duran, Buddy Punching is Costing Your Company & How to Stop It,
SWIPECLOCK (Jan. 23, 2018), https://www3.swipeclock.com/blog/buddy-punching-costingcompany-stop/.
53. Id.
54. Id.
55. Id.
56. Id.
57. See id.
58. See id.
59. See TRUEFACE, https://www.trueface.ai/our-technology (last visited Feb. 10, 2020).
According to its website, Trueface is a company that sells and installs data security technology in a
variety of employment environments. Id.
60. Id.
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employer's database to use the feature.61 The feature is then able to detect
enrolled employees' facial information to verify their identity and record
their working hours for timekeeping purposes. 62 This, consequently,
prevents employees from "stealing time" on the job. 63
As biometric technology continues to develop, however, an
employee's biometric information may reveal much more to their
employer than punctuality."4 Bell Labs, 65 for example, is developing a
device "that takes 3-D images of users' thumbprints [by] using a laser to
scan deep below a person's skin." 66 According to Bell Labs, "[t]he device
could send workers results about their blood chemistry and eventually
record glucose and cortisol levels." 67 This information may be indicative
of an employee's disability status-including their likelihood to develop
certain diseases. 68 Recent developments in gait recognition technology
likewise "could reveal how employees' behavior and well-being change
over time," which allows employers "to more easily identify people who
aren't performing well." 69 This information may be related to an
individual's declining health. 70 Using this information, an employer may
terminate an employee prophylactically, based on their health status,
without violating federal workplace antidiscrimination laws. 71 With no
laws regulating biometric information, employers may be able to use such
information to circumvent antidiscrimination laws. 72
C. Biometric Information Discrimination
Unfettered collection of biometric information in the workplace
threatens to undermine workplace antidiscrimination protections. 73 Title
61. Mason Allen, Your Face is Your Key, MEDIUM (Nov. 4, 2019), https://medium.com
/trueface-ai/your-face-is-your-key-2b0d9c9e4f6.
62. Id.
63. Id.
64. See Stupp, supra note 5.
65. Bell Labs is owned by Nokia Corp. Id.
66. Id.
67. Id.
68. Kristin Della volpe, High Evening CortisolLevels Linked to Increased Risk for Type 2
Diabetes, ENDOCRINE WEB (Mar. 11, 2016), https://www.endocrineweb.com/professional/type-2diabetes/high-evening-cortisol-levels-linked-increased-risk-type-2-diabetes.
69.

See Stupp, supranote 5.

70. Id.
71. See Bradley A. Areheart & Jessica L. Roberts, GINA, Big Data, and the FutureofEmployee
Privacy, 128 YALE L.J. 710, 763-64, 781 (2019) (noting how data allows.employers to circumvent
ADA requirements).
72. Id. at 761, 763-74.
73. Id. at 761.
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VII of the Civil Rights Act, for example, "prohibits discrimination against
74
employees on the basis of race, color, sex, national origin, and religion."
The Americans with Disabilities Act (hereinafter "ADA") similarly
"prohibits discrimination against individuals with disabilities in the
workplace." 75 Though these statutes protect individuals from being
discriminated against on the basis of a protected characteristic, they do
not prohibit the collection of information pertaining to the protected
characteristic. 76 With unfettered access to biometric information, then,
77
To
employers may easily circumvent these statutory requirements.
avoid this result, this note will argue that federal laws governing
78
biometrics in the workplace should be enacted.
II.

A.

EMPLOYEE-BIOMETRICS PROTECTIONS IN THE PRIVATE
SECTOR

FederalProposals

79
The notion of federal biometric privacy legislation is not new. In
fact, Congress has introduced multiple bills to regulate biometrics-albeit
without success. 80 Congress's first proposal was in 2014, when it
81
The Act would
introduced the "Biometric Information Privacy Act."
have prohibited a "business entity, governmental entity, or person" from
(1) "fraudulently" collecting an individual's biometric information; and
82
(2) disclosing biometric information without consent. Violators of the
83
The bill died in
statute would have been fined, imprisoned, or both.
85
committee,8 4 however, and was never put up to vote by Congress. Five
years later, Congress introduced the "Privacy Bill of Rights Act," which
would prohibit "any person" from collecting an individual's biometric

74.

JOSEPH A. SEINER, EMPLOYMENT DISCRIMINATION: PROCEDURE, PRINCIPLES, AND

PRACTICE, 8 (Wolters Kluwer eds., 2d ed. 2019).
75. Id. at 9.
76. See Areheart & Roberts, supra note 71, at 763-64.
77. Id.
78. See id. at 764; see infra Parts II-II.
79. See H.R. 4381 (113th): Biometric Information Privacy Act, GOvTRACK, https://
www.govtrack.us/congress/bills/113/hr4381 (last visited Jan. 30, 2020) (showing that a bill was
introduced to Congress for federal biometric legislation in 2014).
80. See, e.g., id.
81. Id.
82. See Biometric Information Privacy Act, H.R. 4381, 113th Cong. §4(a) (2014).
83. See id. § 4(b).
84. See H.R. 4381 (113th): Biometric Information PrivacyAct, supra note 79.
85. Id.
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information without notice.8 6 By some accounts, the statute only has a
"3%" chance of being enacted. 87 A more recent example, the Consumer
Online Privacy Rights Act (hereinafter "COPRA"), 88 would have
similarly "impose[d] special consent requirements before collecting any
biometric data." 89 According to certain studies, COPRA only has a "3%
chance of being enacted." 90 Though these proposals illustrate Congress's
desire to enact federal legislation, the only existing biometric privacy
protections exist at the state level.91
B.

Biometrics Laws of the States

The states have addressed the employee-biometrics issue by enacting
three distinct statutory schemes: biometric privacy statutes, 92 data privacy
statutes, 93 and hybrid statutes.94
1.

Biometric Privacy Statutes

Biometric privacy statutes directly govern the collection, retention,
and destruction of biometric information. 95 In 2008, the Illinois General
Assembly (hereinafter "the Assembly") enacted the first biometric
privacy statute, the Biometric Information Privacy Act (hereinafter
"BIPA"), to address the growing use of biometrics in the private sector. 96
In enacting BIPA, the Assembly found that while biometrics "appear[] to
promise streamlined financial transactions and security screenings," the
consequences of using "biometric technology are not fully known." 97 The
Assembly, therefore, sought to strike a balance that would allow
employers to reap the benefits of using biometrics, while protecting "[t]he

86. See S. 1214: Privacy Bill of Rights Act, https://www.govtrack.us/congress/bills/Il 16/s1214
(last visited Dec. 3, 2020).
87. Id.
88. Consumer Online Privacy Rights Act, S. 2968, 116th Cong. §1 (2019).
89. Jeffrey Rosenthal & David Oberly, Biometric Privacy In 2020: The Current Legal
Landscape, LAw360 (Feb. 3, 2020), https://www.law360.com/articles/1239794/biometric-privacyin-2020-the-current-legal-landscape.
90.

S. 2968: Consumer Online Privacy Rights Act, GovTRACK, https://www.govtrack.us

/congress/bills/116/s2968 (last visited Sept. 18, 2020).
91. See infra Part U.B.
92. See infra Part ll.B.l.
93. See infra Part 1.B.2.
94. See infra Part H.B.3.
95. See infra Part H.B.1.
96. 740 ILL. COMP. STAT. ANN 14/5(a) (West 2008).
97. Id. §§ 5(a), 5(f).
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public welfare, security, and safety .. . by regulating the collection, use,
safeguarding, handling, storage, retention, and destruction of biometric
identifiers and information." 9 8 The following year, Texas enacted its
Capture or Use of Biometric Identifier (hereinafter "CUBI"). 99 The Texas
legislature was silent as to its intent in passing the statute, however.100
Eight years later, in 2017, the Washington legislature released its
biometric information statute (hereinafter "WBIS").10' Like BIPA, WBIS
was enacted in response to a growing public concern over the collection
of biometric information without consent. 102 The Washington legislature
found that "citizens of Washington are increasingly asked to disclose
sensitive biological information that uniquely identifies them for
commerce, security, and convenience."' 03 "The collection and marketing
of biometric information about individuals, without consent," should
therefore be regulated to address this concern. 104 Beyond legislative
intent, all biometric privacy statutes: (1) define biometric traits; (2)
regulate the collection of biometric traits; (3) govern the retention and
05
dissemination of biometric information; and (4) provide remedies.'
Within their provisions, however, the statutes reflect a significant lack of
uniformity. 06
a.

Biometric Traits

Each statute defines biometric traits differently.1 07 Under BIPA's
exhaustive approach, a biometric trait includes "a retina or iris scan,
fingerprint, voiceprint, or scan of hand or face geometry."1 08 It
specifically does not include, among other things, writing samples,
photographs, or "physical descriptions such as height, weight, hair color
or eye color."109 CUBI likewise includes "a retina or iris scan, fingerprint,
voiceprint, or record of hand or face geometry" in its definition of

98.
99.
100.
101.
102.
103.
104.
105.
106.
107.
108.
109.

Id. § 5(g).
TEx. Bus. & CoM. CODE ANN. § 503.001 (West 2017).
See id.
WASH. REV. CODE ANN. § 19.375.900 (West 2017).
Id.
Id.
Id.
See infra Part II.B.1.
See infra Part I.B.1.
See infra Part H.B.1.a.
740 ILL. COMP. STAT. ANN. 14/10 (West 2008).
Id.
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biometric traits." 0 Notably, CUBI does not specifically exclude any trait
from its definition."'
Consistent with BIPA and CUBI, WBIS defines biometric traits to
include "fingerprint[s], voiceprint[s], eye retinas, irises,"' 1 2 and other
biological characteristics that may identify an individual." 3 WBIS
specifically excludes "photograph[s], video or audio recording[s] or data
generated therefrom," from its definition of biometric traits.1' 4 In other
words, WBIS does not regulate the collection of facial traits." 5 Though
comparison of the three statutes reveals three distinct definitions of
biometric traits, each statute's scope is only as extensive as its collection
protections."1 6
b.

Biometric Collection Protections

All biometric privacy statutes regulate the collection of biometric
information-but with varying scope." 71 Under BIPA, for example, an
employer may not collect its employees' biometric traits" 8 unless it (1)
provides written notice informing the person that biometric traits are being
captured or stored;1 9 (2) provides written notice informing the employee
of the purpose and duration for which biometric identifiers are being
used;1 20 and (3) secures, in writing, a release executed by the person whose
biometric identifiers are being collected.121 In the context of employment,
the written release refers to "a release executed by an employee as a
condition of employment."1 2 2 CUBI similarly prohibits the collection of
biometric traits without notice and consent;1 23 however, it does not
mandate the specific type of notice and consent.1 24
WBIS, alternatively, prohibits an employer from capturing an
employee's biometric trait, converting it into a reference template, and

110.
111.
112.
113.
114.
115.
116.
117.
118.
119.
120.
121.
122.
123.
124.

TEx. Bus. & COM. CODE ANN. § 503.001(a) (West 2017).
Id.
WASH. REV. CODE ANN. § 19.375.010(1) (West 2017).
Id.
Id.
Id.
See infra Part lI.B.1.b.
See, e.g., 740 ILL. COMP. STAT. ANN. 14/10 (West 2008).
Id. § 15(b).
Id. § 15(b)(1).
Id. § 15(b)(2).
Id. § 15(b)(3).
Id. § 10.
TEx. Bus. & COM. CODE ANN. § 503.001(b) (West 2017).
See id.
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storing it in a database without (1) providing notice, (2) receiving consent,
or (3) "providing a mechanism to prevent the subsequent use of a
biometric identifier for a commercial purpose." 12 Notably, under WBIS,
if an employer does not enroll a captured biometric trait, then they are not
in violation of the statute. 12 6 Notice, according to WBIS, "is not
considered affirmative consent," and "[t]he exact notice and type of
consent required to achieve compliance" under the statute "is contextdependent." 12 7 Comparing the statutes, it is clear that BIPA's collection
protections are the most comprehensive.1 28
c.

Retention and Dissemination of Biometric Information

Every biometric privacy statute regulates the retention and
dissemination of biometric information. 129 For example-BIPA, CUBI,
and WBIS-all prohibit the dissemination of biometric information
without notice and consent. 3 0 Similarly, all biometric privacy statutes
require employers in possession of biometric information to take
"reasonable care" in guarding it against unauthorized access or
acquisition.'' Beyond these similarities, the statutes have significant
distinctions.1 32 BIPA, for instance, is the only biometric privacy statute
that mandates all private entities possessing biometric information to
"develop a written policy, made available to the public, establishing a
retention schedule and guidelines for permanently destroying ...
biometric information when the initial purpose for collecting" such
information "has been satisfied.""3 Once established, an employer is
bound to comply with their own guidelines.'4 Moreover, only BIPA
prohibits the sale of biometric information without exception."' CUBI

125. WASH. REV. CODE ANN. § 19.375.020(1) (West 2017).
126. Id. § 19.375.020(6).
127. Id. § 19.375.020(2).
128. See supra Part II.B.1.
129. See 740 ILL. COMP. STAT. ANN. 14/15(d) (West 2008); TEX. BUS. & COM. CODE ANN.
§ 503.001(b)-(c) (West 2017); WASH. REV. CODE ANN. § 19.375.020(1)-(3) (West 2017).
130. See 740 ILL. COMP. STAT. ANN. 14/15 (d); TEX. Bus. & COM. CODE ANN. § 503.001 (b),
(c); WASH. REV. CODE ANN. § 19.375.020(1)-(3).
131. See 740 ILL. COMP. STAT. ANN. 14/15(e); TEX. BuS. & COM. CODE ANN. § 503.001(c)(2);
WASH. REv. CODE ANN. § 19.375.020(4)(a).
132. Compare740 ILL. COMP. STAT. ANN. 14/15, with TEX. BUS. & COM. CODE ANN. § 503.001,
and WASH. REV. CODE ANN. § 19.375.020.
133.

740 ILL. COMP. STAT. ANN. 14/15(a).

134. Id.
135. Id. § 15(c).

https://scholarlycommons.law.hofstra.edu/hlelj/vol38/iss1/6

12

Valentino: Setting the Framework for Biometric Privacy Legislation after the
SETTING THE FRAMEWORK

2020]

179

and WBIS, conversely, allow the sale of employees' biometric
information if employees receive notice and provide consent.136
d.

Destruction Provision

The statutes each take a distinct approach to the destruction of
biometric information. 137 Under BIPA, biometric information must be
destroyed once its initial purpose "has been satisfied or within 3 years of
the individual's last interaction with the private entity, whichever occurs
first." 138 CUBI similarly requires employers to destroy biometric
information within a "reasonable time, but not later than" one year after
the date that it "is no longer required to be maintained by law."139
Moreover, under CUBI, "[i]f a biometric identifier captured for a
commercial purpose has been collected for security purposes by an
employer," then, "the purpose for collecting the identifier" is deemed to
"expire on termination of the employment relationship."' 4 0 WBIS,
conversely, does not specifically cover destruction. 141 Instead, the statute
allows employers to maintain biometric information for as long as is
"reasonably necessary" to "provide the services for which" it was
captured.1

42

e.

Biometric Remedies

While all biometric privacy statutes penalize employers for
mishandling biometric information, only BIPA provides employees with
a private right of action.1 43 An aggrieved employee under BIPA may
recover against their employer when they negligently, intentionally, or
recklessly violate a provision of the statute.144 If the entity is deemed to
have acted negligently, then for each violation the aggrieved person may
recover "liquidated damages of $1,000 or actual damages, whichever is

§

136. See TEX. BUS. & COM. CODE ANN. § 503.001(c)(1)(A); WASH. REV. CODE ANN.
19.375.020(3).
137. 740 ILL. COMP. STAT. ANN. 14/15(a); TEX. Bus. & COM. CODE ANN. § 503.001(c)(3);

WASH. REV. CODE ANN. §§ 19.375.020 (4)-(5).
138. 740 ILL. COMP. STAT. ANN. 14/15(a).

139.
140.
141.
142.
143.

TEX. Bus. & COM. CODE ANN.
Id. § 503.001(c-2).

§§

503.001(c)(3), (c-1).

WASH. REV. CODE ANN. § 19.375.020(4)(a).
Id.
740 ILL. COMP. STAT. ANN. 14/20.

144. Id.

§ 20(1)-(2).
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greater."" If, however, the entity is found to have acted intentionally or
recklessly, then for each violation the aggrieved person may recover
"liquidated damages of $5,000 or actual damages, whichever is
greater." 14 6
CUBI and WBIS, conversely, may only be enforced by the attorney
general of their state.1 47 Under CUBI, violation of the statute may impose
penalties of up to "$25,000 for each violation." 148 WBIS, however, only
permits a "civil penalty of not more than two thousand dollars for each
violation." 149 Notably, the only statute among these three to produce
litigation is BIPA, which this note will address in further detail below.
2.

Data Privacy Statutes

Another way that legislatures have chosen to address biometrics is
through data privacy statutes.15 0 Data privacy statutes, as opposed to
biometric privacy statutes, do not govern the collection of biometric
information.151 Instead, they regulate the protection and disclosure of
"private information," which some states define to include biometric
information.15 2
a.

Biometric Traits

New York's Stop Hacks and Improve Electronic Data Security Act
(hereinafter "SHIELD"), for example, defines biometric information as
"data generated by electronic measurements of an individual's unique
physical characteristics, such as a fingerprint, voice print, retina or iris
image, or other unique physical representation or digital representation of
biometric data which are used to authenticate or ascertain the individual's
Similarly, Maryland's Data Privacy Act (hereinafter
identity."15 3
"MDPA") defines biometric information as "data of an individual
generated by automatic measurements of an individual's biological

145. Id. § 20(1).
146. Id. § 20(2).
147. TEX. Bus. & COM. CODE ANN. § 503.001(d) (West 2017); WASH. REV. CODE ANN.
§ 19.375.030(2).
148. TEx. Bus. & COM. CODE ANN. § 503.001(d).
149. WASH. REV. CODE ANN. §§ 19.375.030, 19.86.140.
150. See infra Parts II.B.2.a-d.
151. Compare supra Part II.B.1, with infra Parts H.B.2.a-e.
152. See N.Y. GEN. Bus. LAW § 899-aa(1)(b)(5) (McKinney 2019); MD. CODE ANN., COM. LAW
§ 14-3501(e)(1)(i)(6) (West 2018).
153. N.Y. GEN. Bus. LAW § 899-aa(1)(b)(5).
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characteristics such as a fmgerprint, voice print, ... retina or iris image,
or other unique biological characteristic, that can be used to uniquely
authenticate the individual's identity."" 4 However, the MDPA also
includes "genetic print[s]" in its definition of biometric information,
making it more comprehensive than SHIELD in this regard.5
b.

Biometric Collection Protections

Data privacy statutes do not govern the collection of biometric
information.' 56 Thus, in states providing only data privacy statutes,
employers are free to collect their employees' biometric information
without notice or consent.15 7
c.

Retention and Dissemination of Biometric Information

The typical data privacy statute mandates disclosure when
employees' biometric information is believed to have been accessed or
acquired without authorization (or, "breached").' 5 8
SHIELD, for
example, requires employers to notify their employees if their biometric
information was "accessed or acquired by a person without valid
authorization."1 59 Such notice may be written, electronic, or telephonic, 160
and, with few exceptions, it must "be made in the most expedient time
possible and without unreasonable delay."1 61 Moreover, notice must
contain a specific description of the biometric information that was, or is
"reasonably believed to have been ... accessed or acquired." 6 2
Similarly, the MDPA mandates that when an employer discovers "a
breach of the security of a system, [they] shall conduct in good faith a
reasonable and prompt investigation to determine" whether their
biometric information has been "misused."'6 3
If the investigation
determines that employees' biometric information is at risk, then the
employer must "notify the individual of the breach.""64 Like SHIELD,
154. MD. CODE ArN., COM. LAW § 14- 3 501(e)(1)(i)(6).
155. Id.
156. N.Y. GEN. Bus. LAW § 899-aa(1)(b)(5); MD. CODE ANN., CoM. LAW
157. N.Y. GEN. Bus. LAW § 899-aa(l)(b)(5); MD. CODE ANN., COM. LAW
158. N.Y. GEN. Bus. LAW § 899-aa(1)(c).
159. Id. § 899-aa(2).
160. Id. § 899-aa(5).
161. Id. § 899-aa(2).
162. Id. § 899-aa(7).
163. MD. CODE ANN., COM. LAW § 14-3504(b)(1) (West 2018).
164. Id. § 14-3504(b)(2).
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165
and it must
such notice may be written, electronic, or telephonic,
contain, among other things, specific information about the biometric
information that has been breached. 166 In contrast to SHIELD, however,
notice under MDPA must be given "as reasonably practicable, but not
later than 45 days after the business discovers or is notified of the breach
of the security of a system."161
Furthermore, data privacy statutes impose "reasonable security
requirements" on employers. SHIELD, for instance, requires any person
in possession of biometric information to "implement and maintain
reasonable safeguards to protect the security, confidentiality and
integrity" of such information.1 68 SHIELD further specifies that an
employer is required to "implement[] a data security program" that
69
includes reasonable administrative, technical, and physical safeguards.1
70
For small businesses,1 however, SHIELD mandates that such safeguards
need only be "appropriate for the size and complexity of the small
business, the nature and scope of the small business's activities, and the
sensitivity of the personal information the small business collects from or
about consumers."171
MDPA similarly requires an employer "[t]o protect personal
information from unauthorized access, use, modification, or disclosure,"
by "implement[ing] and maintain[ing] reasonable security procedures and
practices that are appropriate to the nature of the personal information
owned or licensed and the nature and size of the business and its

operations." 172
d.

Destruction Provision

73
Data privacy statutes impose varying destruction provisions.1
SHIELD requires employers to establish "reasonable physical
74
Such
safeguards" pertaining to the disposal of biometric information.

165. Id. §§ 14-3504(e)(1)-(3).
166. Id. § 14-3504(g)(1).
167. Id. § 14-3504(c)(2).
168. N.Y. GEN. Bus. LAW § 899-bb(2) (McKinney 2019).
169. Id. § 899-bb(2)(b)(ii)(A)-(C).
170. SHIELD imposes fewer restrictions on employers with (1) "fewer than fifty employees;"
(2) "less than three million dollars in gross annual revenue in each of the last three fiscal years;" or
(3) "less than five million dollars in year-end total assets, calculated in accordance with generally
accepted accounting principles." Id § 899-bb(1)(c).
171. Id. § 899-bb(2)(c).
172. MD. CODE ANN., COM. LAW § 14-3503(a).
173. See, e.g., N.Y. GEN. BUS. LAW § 899-bb.
174. Id. § 899-bb(2)(b)(ii)(C).
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information must be disposed of "within a reasonable amount of time after
it is no longer needed for business purposes by erasing electronic media
so that the information cannot be read or reconstructed." 175 MDPA
likewise mandates that when a business disposes its employees' biometric
information, "the business shall take reasonable steps to protect against
unauthorized access to or use of the personal information." 176 Reasonable
steps under MDPA, however, are context-dependent, and rely on
factors-such as the nature of the information, the "nature and size" of
the business, the expenses and "benefits of different destruction methods,"
and "[a]vailable technology." 177
e.

Remedies

Both SHIELD and MDPA treat violations under the statute as an
"unfair or deceptive trade practice." 178 While violators of SHIELD "shall
be liable to a civil penalty of not more than five thousand dollars for each
violation,"17 9 MDPA, on the other hand, allows "any person" to bring an
action to recover for injury or loss sustained by him as the result of a
practice prohibited by the statute. 180 Moreover, MDPA allows the
attorney general to (1) recover the costs of the action for the use of the
State; (2) impose fines of up to "$10,000 for each violation" for first time
offenders, and up to "$25,000" for each subsequent violation; and (3)
impose criminal penalties, including "imprisonment" for up to one year.18 1
3.

California's Hybrid Approach

California's Consumer Privacy Act (hereinafter "CCPA")18 2 utilizes
the principles of both biometric privacy statutes and data privacy
statutes.1 83

175.
176.
177.
178.
179.
180.
181.
182.
183.

Id. § 899-bb(2)(b)(ii)(C)(4).
MD. CODE ANN., COM. LAW § 14-3502(b).
Id. §§ (b)(1)-(4).
N.Y. GEN. Bus. § 899-bb(2)(d); MD. CODE ANN., COM. LAW
N.Y. GEN. Bus. LAW § 350-d.
MD. CODE ANN., COM. LAW § 13-408(a).
Id. §§ 13-409 to -411(a).
CAL. CIV. CODE § 1798.100 (West 2020).
Id. § 1798.110(a).
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Biometric Traits

.

When compared to both biometric privacy statutes and data privacy
statutes, the CCPA's definition of biometric traits is considerably wider
in scope. 184 Biometric traits under the CCPA cover all "physiological,
biological, or behavioral characteristics, including an individual's
185
These
deoxyribonucleic acid (DNA), that can" identify an individual.
traits include, but are not limited to, "imagery of the iris, retina,
fingerprint, face, hand, palm, vein patterns, and voice recordings ..
keystroke patterns or rhythms, gait patterns or rhythms, and sleep, health,
86
Notably, the
or exercise data that contain identifying information."'
CCPA does not specifically exclude any biometric identifiers from its

definition.18 7
b.

Biometric Collection Protections

Consistent with biometric privacy statutes, the CCPA requires
employers, either "at or before the point of collection," to notify
employees as to the nature of the biometric information "to be collected,"
as well as "the purposes for which" it shall be used.1 88 Notably, however,
89
the CCPA does not require employees to consent to the collection.1
c.

Retention and Dissemination

When compared to biometric privacy statutes, the CCPA offers
noticeably fewer retention and dissemination protections.' 90 The CCPA,
for example, does not prohibit employers from selling or disclosing
biometric information without consent.'91 Instead, it requires employers
92
to notify employees of their right to opt-out of such sale or disclosure.1
The right to opt-out, compared to mandatory notice and consent, is clearly
less protective for employees.1 93 Moreover, its retention provisions are
consistent with the other biometric privacy statutes, imposing a "duty [on

184.
185.
186.
187.
188.
189.
190.
191.
192.
193.

Id. § 1798.140(b).
Id.
Id.
See id.
Id. § 1798.100(b).
See id.
See id. § 1798.120(a).
See id.
Id.
See id.
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employers] to implement and maintain reasonable security procedures and
practices appropriate to the nature of the information." 94
While typical data privacy statutes, like SHIELD and MDPA,
mandate notice and disclosure where biometric information has been
breached, the CCPA provides employees the right to request information
pertaining to (1) the type of biometric information collected, (2) the source
of the biometric information, and (3) the purpose it is being used for. 195
Employers, typically, must provide such information within 45 days. 196
Destruction Provision

.

d.

The CCPA takes a unique approach to its destruction provisions.
First, it requires that "[a] business shall take all reasonable steps to
dispose, or arrange for the disposal" of biometric information when it is
"no longer to be retained by the business." 197 This may be accomplished
by "(a) shredding, (b) erasing, or (c) otherwise modifying the personal
information in those records to make it unreadable or undecipherable
through any means."198 Second, the CCPA grants employees the "right to
request that a business delete any" biometric information that was
collected from the employee, unless doing so would violate the initial
purpose for which the information was collected. 199 That is, if an
employee agrees to forgo their biometric information as a condition of
their employment, the employer is not required to destroy such
information unless the employer-employee relationship is terminated. 200

e.

Remedies

Similar to the MDPA, the CCPA provides a hybrid right of action
framework. 201 The statute provides a private right of action for any
employee subject to the unauthorized access of their biometric
information due to a business's failure to "implement and maintain
reasonable security procedures and practices."2 02 Employees harmed
194.
195.
about the
196.
197.
198.
199.
200.
201.
202.

Id. § 1798.150(a)(1).
Id. § 1798.110(a); see also id. § 1798.100(b) (requiring employers to notify consumers
categories and purposes of the personal information they collect).
Id. § 1798.130(a)(2).
Id. § 1798.81 (underline omitted).
Id. (underline omitted).
Id. §§ 1798.105(a), 1798.105(d)(1).
Id. §§ 1798.105(a), 1798.105(d)(1).
Id. § 1798.110(a).
Id. § 1798.150(a)(1).
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under this provision may "recover damages in an amount not less than one
hundred dollars ($100) and not greater than seven hundred and fifty
2 03
When
($750) per . .. incident or actual damages, whichever is greater."
an employee seeks to bring an action "against a business for statutory
damages," they must provide "30 days' written notice identifying the
2
specific provisions" that allegedly "have been or are being violated." 04 If
the employer "cures the noticed violation and provides the consumer an
express written statement that the violations have been cured and that no
further violations shall occur," and does so within 30 days, then "no action
for individual statutory damages or class-wide statutory damages may be
initiated against the business."2 05 If, on the other hand, an employee
initiates "an action solely for actual pecuniary damages suffered as a result
206
of the alleged violations of this title," then no notice is required.
Moreover, the CCPA idiosyncratically prohibits employers from
discriminating against employees who exercise any right under the
statute. 207
For all other violations of the statute, "a civil action [may be] brought
in the name of the people of the State of California by the Attorney
General," provided that the employer "fails to cure any alleged violation
20
In cases
within 30 days after being notified of alleged noncompliance."
to "a
subject
are
they
30
days,
within
comply
where an employer fails to
civil penalty of not more than two thousand five hundred dollars ($2,500)
for each violation or seven thousand five hundred dollars ($7,500) for
20 9
each intentional violation" of the statute.
C. Analyzing the Biometrics Statutes
Comparison of the statutes reveals a considerable lack of uniformity
2 10
On the
in both form and substance among the state biometrics statutes.
other hand, the variety also enables the proposed BPS to implement only
the most comprehensive provisions adopted by the states. Accordingly,
this note maintains that the proposed BPS should adopt the most
comprehensive principles from all three statutory schemes to effectuate

203.
204.
205.
206.
207.
208.
209.
210.

Id. § 1798.150(a)(1)(A).
Id. § 1798.150(b).
Id.
Id.
Id. § 1798.125(a)(1).
Id. § 1798.155(b).
Id. (underline omitted).
See supra Parts IIA-B.
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the following five principles: (1) defining biometric information broadly
and illustratively, rather than exhaustively; (2) requiring notice and
consent before the collection of biometric traits; (3) providing
comprehensive retention standards; (4) establishing standards for
destruction; and (5) offering adequate remedies to individuals harmed
under the statute.
1.

Broadly Defining Biometric Information

As previously discussed, biometric information has an evolving
definition-as biometric technology continues to advance, so too does the
scope of biometric information that can be captured. 211 The definition of
biometric information under the proposed BPS should therefore include
the most extensive statutory defmition of biometric information to date; it
should not be exhaustive; and it should be sufficiently broad to cover the
expanding scope of biometric information. 212
The CCPA's definition of biometric information is consistent with
these principles. 213 First, it defines biometric information to include
"physiological, biological, or behavioral characteristics." 214 Secondly, the
statute enumerates specific examples of what constitutes biometric
information-including, but notably not limited to, information derived
from an individual's "iris, retina, fingerprint, face, hand, palm, vein
patterns, and voice" data. 215 Lastly, the CCPA does not exclude any type
of biometric information from its definition. 2 16 Consequently, this
definition is sufficiently comprehensive, and has the potential to cover an
expanding definition of biometric information. 217
2.

Collection Protections

Considering the sensitive nature of biometric information, 2 18 its
collection should be conditioned on notice and consent on all occasions.
Moreover, such notice and consent should be in writing to ensure that
employees are fully aware that they are giving up their biometric

211.

See supraPart I.A.

212.
213.
214.
215.
216.
217.
218.

See supra Part I.A.
CAL. CIV. CODE § 1798.140(b).
Id.
Id.
Id.
See id.
See supra Part I.A.
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220
information. 2 19 BIPA is the only statute consistent with this approach.
It not only mandates written notice and consent on all occasions, but also
22 1
The
requires notice and consent for the purchase of such information.
222
remaining statutes do not provide for the purchase of such information,
22
BIPA's collection
nor do they mandate written notice or consent.
federal BPS.
proposed
the
in
provisions should therefore be adopted

3.

Comprehensive Retention, Dissemination, and Disclosure
Standards

As discussed above-without regulation of biometric information
after it has been obtained-employers are free to trade, sell, manipulate,
224
The
and analyze their employees' biometrics without consequence.
provisions
BPS, therefore, should adopt the most comprehensive retention
from all three statutory frameworks.
a.

Biometric Privacy Principles

The most comprehensive biometric privacy principles include (1)
22
(2) BIPA's strict prohibition
BIPA's written guideline requirement,
2 26
and (3) BIPA's mandated
against the sale of biometric information,
227
notice and consent requirement prior to dissemination.
b.

Data Privacy Principles

The most comprehensive data privacy standards include (1) MDPA's
mandatory disclosure of breach within 45 days, and (2) SHIELD's
22 8
Moreover, while both of
comprehensive security measure standard.
businesses, this note
small
on
these statutes impose fewer restrictions
argues that no such exception can be made when biometric information is

219.
220.
221.
222.
223.
224.
225.
226.
227.
228.

See supra Parts IIA-B.
740 ILL. COMP. STAT. ANN. 14/15(b) (West 2008).
Id.
Id.
See supra Part II.
See supra Parts H.A-B.
See supra Part II.B.1.
See supra Part II.B.1.
See supra Part II.B.1.
See supra Part II.B.2.
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involved. 229 This is because biometric information imposes the same risk
on employees irrespective of the size or wealth of the employer. 2 30

c.

CCPA Principles

The most comprehensive CCPA principle in this regard is the right
to request information pertaining to the collected information at any point
in time. 231 While standing alone this provision does not offer as much
protection as biometric privacy statutes or data privacy statutes, it
nonetheless gives employees additional control over their biometric
information. 232 The CCPA's "right to request" provision will therefore be
implemented in the proposed BPS. 233
4.

Destruction Provisions

The proposed BPS should adopt the most comprehensive destruction
provision. 234 Comparison of the statutes reveals that only BIPA and CUBI
provide a specific timeline for the destruction of biometric information; 23 5
however, CUBI's employee-termination provision, which presumes that
biometric information is no longer required after an employer-employee
relationship has ended, is unique amongst the statutes. 23 6 Utilizing such a
provision in the proposed BPS would remove the timeline requirement
altogether, as all private sector employers will be required to delete
biometric information when the employee is no longer working for their
employer.237 Moreover, the proposed BPS's destruction provision should
be supplemented by SHIELD's physical safeguard requirementimposing extra duties on employers to ensure that biometric information
is properly deleted after it is no longer in use. 23 8 Therefore, the proposed
BPS will adopt CUBI's employee-termination provision and SHIELD's
disposal standards. 239

229.
230.
231.
232.
233.
234.
235.
236.
237.
238.
239.

See supra Part Il.B.2.c.
See supra Part II.B.2.c.
CAL. CIV. CODE § 1798.130 (West 2020).
Id.
Id.
See supra Part II.B..d.
See supra Part II.B.1.d.
TEx. Bus. & COM. CODE ANN. § 503.001(c-2) (West 2017).
Id.
N.Y. GEN. Bus. LAW § 899-bb(2) (McKinney 2019).
Id.; TEx. Bus. & COM. CODE ANN. § 503.001(c-2).
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Remedies

The remedies provision should implement protections that private
citizens can utilize, as well as provisions that the government may
enforce. 240 Moreover, the remedies provision should prohibit employers
from retaliating against individuals for exercising their rights under the
proposed BPS.241 Finally, it should seek to balance the needs of
employees with those of employers. The CCPA, as discussed previously,
2 42
Its right of
is the only statute that is consistent with these principles.
243
action provision should therefore be implemented in the proposed BPS.
a.

Rejecting the Public Right of Action Scheme

Since their inception, biometric privacy statutes that provide only a
public right of action-namely, CUBI and WBIS-have produced no
litigation. 244 While this scheme may protect employers from liability, it
clearly lacks the proper "bite" to deter employers from violating the
proposed BPS.24 s
b.

Rejecting the Private Right of Action Scheme

Compared to the public right of action approach, the private right of
246
First, it "shift[s] regulatory
action scheme offers at least two benefits.
costs away from under-resourced agencies and mitigate[s] the potential
for agencies to be captured by the industries they regulate." 247 Second,
248
allowing
private enforcement serves as an "enforcement multiplier,"
249
is not
enforcement
If
[s]."
general
attorney
private
"individuals to act as
50
litigation.
of
regulated, however, employers may be subject to a litany

240. See, e.g., CAL. Civ. CODE §§ 1798.150, 1798.155 (West 2020).
241. See, e.g., id. § 1798.125.
242. See id. §§ 1798.150, 1798.155.
243. See id.
244. See supra Part II.B.1.
245. See supra Part II.B. .e.
246. Joseph Jerome, PrivateRight of Action Shouldn't Be a Yes-No Propositionin Federal US
Privacy Legislation, IAPP (Oct. 3, 2019), https://iapp.org/news/a/private-right-of-action-shouldntbe-a-yes-no-proposition-in-federal-privacy-legislation/.
247. Id.
248. Id.
249. Id.
250. Id.
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The emergence of BIPA litigation only underscores this notion. The
first class action under BIPA was filed in 2015. 251 By 2019, more than
150 BIPA class actions had been filed, 252 with companies such as
Google,2 53 Hilton, 2 14 and Home Depot 255 potentially facing damages under
the statute.25
The majority of these lawsuits were filed after the Illinois Supreme
Court's ruling in Rosenbach v. Six Flags Entertainment Corp.257 In
Rosenbach, Stacy Rosenbach purchased a "season pass" to Six Flags
Great America theme park for her 14-year-old son.258 The purchase
involved two parts. 259 The first part required Rosenbach to purchase the
pass online, which required submitting her son's personal information. 260
The second part required Rosenbach's son to finish the purchase at the
park, where he would provide his fingerprints.2 61 However, neither of the
Rosenbachs "were informed in writing or in any other way of the specific
purpose and length of term for which his fingerprint had been
collected." 2 62 Nor did the Rosenbachs consent in writing "to the
collection, storage, use sale, lease, dissemination, disclosure, redisclosure,
or trade of, or for [the defendants] to otherwise profit from," their
biometrics. 263 Therefore, the court held that "an individual need not allege
some actual injury or adverse effect, beyond violation of his . .. rights

251. Thomas Ahlering et al., Biometric Privacy Class Actions By The Numbers: Analyzing
Illinois' Hottest Class Action Trend, JDSUPRA (July 2, 2019), https://www.jdsupra.com/legalnews
/biometric-privacy-class-actions-by-the-48938/.
252. Id.
253. Corrado Rizzi, Google Assistant's Retention of Voice Recordings Violates IL Biometric
Law, Class Action Says, CLASSACTION.ORG (July 18, 2019), https://www.classaction.org/news
/google-assistants-retention-of-voice-recordings-violates-il-biometric-law-class-action-says.
254. Erin Shaak, Chicago Hilton Hotel Facing BIPA Class Action Over Alleged Employee
Fingerprint Scanning, CLASSACTION.ORG

(Aug.

14, 2019), https://www.classaction.org/news

/chicago-hilton-hotel-facing-bipa-class-action-over-alleged-employee-fmgerprint-scanning.
255. Erin Shaak, ClassAction Claims Home DepotFacialRecognition Security Cameras Violate
Illinois Privacy Law, CLASSACTION.ORG (Sept. 5, 2019), https://www.classaction.org/news/class-

action-claims-home-depot-facial-recognition-security-cameras-violate-illinois-privacy-law.
256. Gary Clark et al., Anticipating Potential Updates to ill. Biometric Privacy Law, LAw360
(June 5, 2019), https://www.law360.com/articles/1 165788/anticipating-potential-updates-to-illbiometric-privacy-law.
257. Rosenbach v. Six Flags Ent. Corp., 129 N.E.3d 1197 (Ill. 2019).
258. Id. at 1200.
259. Id.
260. Id.
261. Id.
262. Id. at 1201.
263. Id. (internal citation omitted).
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under [BIPA] in order to qualify as an 'aggrieved' person and be entitled
to seek . .. [damages] pursuant to the Act."21
After Rosenbach, the total number of lawsuits filed under BIPA more
than doubled.2 6 More recently, these issues have reached the federal
circuit. 2 " The case, Patel v. Facebook, Inc. ,267 arises from Facebook's
"Tags Suggestions" feature. 2 68 As the court illustrates: "When a new user
registers for a Facebook account," she must "create a profile and agree to
Facebook's terms and conditions." 2 69 These terms and conditions "permit
Facebook to collect and use data in accordance with Facebook's
policies." 270 Moreover, a user may interact with other Facebook users by
sending them a friend request. 271 "If the request is accepted," the users
are considered "Facebook friends." 272 They may then share content such
as photographs. 273 Another feature that Facebook friends may use is
"tagging." 274 When a user tags their Facebook friend, the "tag identifies
the friend in the photo by name and includes a link to that friend's
Facebook profile." 2 7 The tagged user is then "notified of the tag, granted
access to the photo, and allowed to share the photo with other friends or
'un-tag' themselves if they choose."2 76
To supplement its tagging feature, Facebook released "Tag
Suggestions" in 2010, which used facial-recognition software to collect,
analyze, and store users' facial characteristics from photos. 2 77 These
characteristics were then stored as reference templates for the feature to
compare against new photos for the purpose of identifying and
recognizing individuals. 278 When a Facebook user would upload a new
photo, the feature would scan "the photo and detect[] whether it
contain[ed] images of faces." 279 If faces were detected, the feature would
then compare the photos against all of the reference templates (those
264. Id. at 1207.
265. See Ahlering et al., supranote 251.
266. Id.
267. Patel v. Facebook, Inc., 932 F.3d 1264 (9th Cir. 2019).
268. Id. at 1268.
269. Id. at 1267.
270. Id.
271. Id.
272. Id.
273. Id.
274. Id.
275. Id.
276. Id.
277. Id. at 1268.
278. Making Photo Tagging Easier, FACEBOOK (June 30, 2011), https://www.facebook.com
/notes/facebook/making-photo-tagging-easier/467145887130/.
279. Patel, 932 F.3d at 1268.
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belonging to its current users) in Facebook's database to identify the
users. 2 0 All users were set to consent to the feature by default. 281 That
is, when Facebook introduced the feature, it gave its users an option to
disable the feature, as opposed to giving its users the option to enable it. 2 82
In this way, Facebook collected millions of its users' biometrics for years,
effectively creating one of the world's "largest biometric database[s]" in
the process. 28 3
On August 8, 2019, however, the Ninth Circuit advanced a class
action suit against Facebook, potentially exposing the company to
damages of up to $35 billion. 284 Facebook's alleged "collection, use, and
storage of biometric identifiers without a written release," and its "failure
to maintain a retention schedule or guidelines for destroying biometric
identifiers,
according to the court, "would necessarily violate the
plaintiffs' substantive privacy interests [under BIPA]."286
According to a recent article in The New York Times, Facebook "had
agreed to pay $550 million to settle" the suit after the Supreme Court
denied its petition for writ of certiorari. 287 Though this decision may
suggest that the Court is open to expanding biometric privacy rights,
without an official ruling, BIPA's status, at least on the federal scale,
remains unclear. 288 Consequently, while the private right of action
provides sufficient enforcement power for employees, it fails to offer
proper protections for innocent employers under the statute. 2 89
This note argues that the CCPA's dual right of action provides such
balance. By structuring the right of action this way, the proposed statute

will avoid falling into obscurity, like CUBI and WBIS, and it will have
the proper "bite" to deter employers from violating the BPS. 2 0 The
CCPA's retaliation provision will also provide employees with extra
280.
"disable
281.
282.

See id.; Making Photo Tagging Easier, supra note 278 (explaining that users need to
suggested tags" to avoid having their facial characteristics taken).
Patel, 932 F.3d at 1268.
Id.

283.

Martin Kaste, A Look Into Facebook'sPotentialTo Recognize Anybody's Face, NPR (Oct.

28, 2013),
https://www.npr.org/sections/alltechconsidered/2013/10/28/228181778/a-look-intofacebooks-potential-to-recognize-anybodys-face.
284. Lauraann Wood, Illinois Powerhouse: Edelson, LAw360 (Sept. 03, 2019), https://
www.law360.com/articles/1 193728/illinois-powerhouse-edelson.
285. Patel v. Facebook, Inc., 932 F.3d 1264, 1274 (9th Cir. 2019).
286. Id.
287. Natasha Singer & Mike Isaac, Facebook to Pay $550 Million to Settle FacialRecognition
Suit, NY TMEs (Jan. 29, 2020), https://www.nytimes.com/2020/01/29/technology/facebook-privacylawsuit-earnings.html.

288.
289.
290.

Id.
See 740 ILL. COMP. STAT. ANN. 14/20 (West 2008).
See supra Parts II.B.1, II.C.5.
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security in cases where an employer would terminate or make an adverse
employment decision in response to the employee exercising their rights
under the statute. 291 Otherwise, employees may be discouraged from
exercising their rights under the proposed BPS.2 92 This approach would
also benefit employers, as it requires additional procedural steps before an
employee may bring a claim.2 93
D. Summing up the State Provisions
In sum, the proposed BPS should adopt the following provisions
from the aforementioned state statutes: (1) BIPA's biometric collection
protections, 2 94 its written guideline requirements,295 its prohibition against
the sale of biometric information, and its mandated notice and consent
requirements; (2) CUBI's employee-termination provision; 296 (3)
SHIELD's security measure and disposal standards; 297 (4) MDPA's
mandated disclosure requirements; 298 and (5) the CCPA's definition of
biometric information, 299 its right to request provision, 300 and its
retaliation and hybrid right of action provisions. 301
III.

TRANSITIONING TO THE FEDERAL FRAMEWORK

Though the state statutes are instructive, they nonetheless illustrate
the need for a federal statute that provides uniform, comprehensive
protections for employees and employers alike. Accordingly, this part
begins by exploring the viability of the proposed BPS on the federal scale.
A.

The ProposedBPS Is Viable

Establishing the proposed BPS as a federal antidiscrimination statute
is certainly viable. In fact, the Genetic Information Nondiscrimination

291.
292.
293.
294.
295.
296.
297.
298.
299.
300.
301.

See CAL. CIV. CODE § 1798.125(a)(1) (West 2020).
See id. § 1798.125.
Id. § 1798.150.
See 740 ILL. COMP. STAT. ANN. 14/15.
Id. § 15(a).
TEx. Bus. & COM. CODE ANN. § 503.001(c-2) (West 2017).
N.Y. GEN. Bus. LAW § 899-bb(2)(b)(ii)(C) (McKinney 2019).
MD. CODE ANN., COM. LAW § 14-3504(b)(2) (West 2019).
CAL CIV. CODE § 1798.140(b) (West 2020).
Id. § 1798.130(a)(2).
See id. §§ 1798.125(a)(1), 1798.150(a)(1), 1798.155(b).
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Act (hereinafter "GINA") serves as the perfect analog.3 02 Congress
enacted GINA in part on three findings that mirror concerns surrounding
biometric information: (1) balancing the pros and cons of utilizing genetic
information; (2) protecting against discrimination; and (3) preserving
uniformity amongst the states. 303
1.

Striving for Balance

Congress recognized that "advances in genetics open major new
opportunities for medical progress," including "earlier detection of
illnesses, often before symptoms have begun." 304 "These advances,"
however, "give rise to the potential misuse of genetic information to
discriminate in . . . employment." 305 Biometric information likewise
promises new opportunities for medical progress.3 06 The development of
gait recognition technology discussed above underscores this notion. 307
And as biometric technology continues to develop, biometric information
may reveal even more protected information. 308 Instead of limiting these
developments completely, the proposed BPS should similarly strive for
balance.
2.

Protecting Against Discrimination

Congress also found that "[a]lthough genes are facially neutral
markers, many genetic conditions and disorders are associated with
particular racial and ethnic groups and gender."3 09 "Because some genetic
traits are most prevalent in particular groups," according to Congress,
"members of a particular group may be stigmatized or discriminated
against as a result of that genetic information." 3 10 Biometric information
poses the same risk.311 As discussed above, biometric traits, although
seemingly "neutral markers,"3 12 may reveal an employee's disability

302. The Genetic Information NondiscriminationAct of2008, U.S. EQUAL EMP. OPPORTUNITY
COMM'N, https://www.eeoc.gov/laws/statutes/gina.cfm (last visited Feb. 10, 2020).
303. Id.
304. Id.
305. Id.
306.
307.

See supra Part I.B.
See supra Part I.B.

308.

See supra Part I.B.

309.

The Genetic Information NondiscriminationAct of 2008, supra note 302.

310.
311.
312.

Id.
Id.
Id.
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status or likelihood to develop a disability. 3 An employer may then use
this information to terminate an employee prophylactically, without
incurring a penalty under the ADA. 314
3.

Preserving Uniformity

Congress noted that "while many States have enacted some type of
genetic non-discrimination law, these laws vary widely with respect to
their approach, application, and level of protection." This approach is
"inadequate to protect [employees] from discrimination." 315 To mitigate
these concerns, Congress declared that "[f]ederal legislation establishing
a national and uniform basic standard is necessary to fully protect the
public from discrimination" while also "allowing individuals to take
advantage of genetic testing, technologies, research, and new
therapies." 316 As comparison of the state biometric information statutes
reveals, biometrics legislation is suffering from the same lack of
uniformity. 317 Therefore, biometric information, like genetic information,
should be regulated in a way that ensures uniformity amongst the states.
B.

GINA Parallelsthe ProposedBPS

Beyond legislative impetus, GINA preserves the majority of the
principles that will govern the proposed BPS-namely (1) collection; (2)
318
retention, dissemination, and disclosure; and (3) remedies.
1.

Collection

Idiosyncratic in the realm of traditional anti-discrimination laws,
GINA not only prohibits employers from discriminating against
employees on the basis of genetic information, 319 but also prohibits the
"[a]cquisition of [employees'] genetic information." 320 More specifically,
GINA provides that "[i]t shall be an unlawful employment practice for an

313.
314.
315.
316.
317.
318.
319.
320.
"forbids

Id.; see supraPartL.B.
See supra Parts LB-C.
The Genetic InformationNondiscriminationAct of 2008, supra note 302.
Id.
See supraPart H.
See infra Parts IIl.B.1-3.
42 U.S.C.S. § 2000ff-1(a) (2008).
Id. § 2000ff-1(b); see also Areheart & Roberts, supra note 71, at 727 (noting that GINA
not only discriminatory treatment, but also inquiries related to protected status").
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employer to request, require, or purchase genetic information," 321 except
where "the employee provides prior, knowing, voluntary, and written
authorization." 2 2 This mirrors the proposed BPS's collection provisions,
which strictly prohibit the acquisition of biometric information without
written consent on all occasions.3 23
2.

Retention, Dissemination, and Disclosure

In addition to regulating the collection of information, GINA
mandates that employers in possession of their employees' genetic
information must keep it confidential and free from disclosure.3 24 Such
disclosure is prohibited without the employees' written authorization.3 2 5
Moreover, GINA requires employers in possession of genetic information
to maintain and treat it "as a confidential medical record" under the
ADA. 3 2 6 Though GINA does not provide mirror provisions for mandatory
disclosure of breach, or the right to request, these provisions may be
included in the BPS.327
3. Remedies
As previously discussed, the proposed BPS should implement the
CCPA's hybrid right of action scheme-providing for both private and
government enforcement of the statute. 328 Moreover, the right of action
scheme should include a retaliation provision, and it should strive to
balance the welfare of both employees and employers.3 29 This note argues
that proper balance will be preserved on the federal scale by giving power
over the proposed BPS to the Equal Employment Opportunity
Commission (hereinafter "EEOC"). 330
The EEOC is the federal governmental agency that enforces the
provisions of Title VII, the ADA, GINA, and other antidiscrimination
statutes.33' The EEOC has the authority to issue "regulatory guidelines

321.
322.
323.
324.
325.
326.
327.
328.
329.
330.

331.

42 U.S.C.S. § 2000ff-1(b) (2008).
Id. § 2000ff-1(b)(2)(B).
See supra Part U.C.
42 U.S.C.S. § 2000ff-5 (2008).
Id. § 2000ff-2(b)(2)(B).
Id. § 2000ff-5(a).
See supra Part i.D.
See supra Parts ll.C-D.
See supra Parts II.C-D.
See SEINER, supra note 74, at 14.
Id.
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"

on each of the statutes that it enforces, as well as policy guidance on
discrimination principles." 33 2 Moreover, the EEOC holds "independent
litigation authority," 333 meaning that it "has the power to litigate on its
own behalf and to sue in federal court those employers that it believes
334
have not complied with of one of the statutes that it enforces."
The EEOC has been successful in this regard-filing "between one
335
and
and five hundred cases a year against various private employers,"
recovering "over $355 million in monetary benefits for victims of
discrimination" in 2017 alone. 336 It follows then, that giving regulatory
authority to the EEOC will give employees the proper "bite" back against
employers in violation of the proposed BPS.337 Furthermore, enforcing
338
the proposed BPS in this way will protect employers.
For example, the EEOC requires that, for an employee to bring a
discrimination claim, they must "exhaust [their] administrative remedies
prior to proceeding to court."3 39 More specifically, for an employee to
bring a claim, they must first file a complaint with the EEOC within 180
days of the alleged discriminatory practice.34 0 The EEOC will then "issue
a cause or no cause finding." 34 1 If there is cause, the EEOC may choose
to litigate or settle, or, alternatively, they may issue to the employee a
"right to sue letter." 342 Where no cause is found, however, the EEOC will
still issue a right to sue letter. 343 Within 90 days after receipt of the letter,
3
the employee has the right to bring a claim against their employer.
345
Moreover, an employee may also request "an early right-to-sue letter"
34 6
If the EEOC decides
during any point "in the administrative process."
3 47
and "it turns over any
to litigate, it "does not charge attorneys' fees,"
award that it receives to the victims of discrimination. "348 This model
therefore reflects the goals of the proposed BPS-namely, providing a
332.
333.
334.
335.
336.
337.
338.
339.
340.
341.
342.
343.
344.
345.
346.
347.
348.

Id.
Id. at 15.
Id.
Id.
Id.
Id.
Id.
Id.
Id. at 20 fig.2.2.
Id.
Id.
Id.
Id.
Id. at 18.
Id.
Id.
See id.
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hybrid right of action, but in such a way that is practical and does not
burden employers with BIPA-like class actions. 34 9
Given the unique nature of biometric information, enforcing a claim
that arises from the unauthorized collection of biometrics may appear to
be outside the scope of an antidiscrimination statute.350 The EEOC,
however, has brought claims for the request of genetic information
without alleging discrimination based on that information.3 5 1
The first example of this took place in 2013, when the EEOC filed a
complaint against Founders Pavilion Inc., a corporation that "conducted
post-offer, pre-employment medical exams of applicants," which
included requests for genetic information. 35 2 Less than a year after filing
its complaint, the EEOC reached a settlement agreement with Founders
Pavilion Inc., which recovered "$110,400 for distribution to the 138
individuals who it allegedly asked for their genetic information." 35
A more recent settlement under GINA recovered "$125,000" from
"BNV Home Care Agency, Inc." 354 for allegedly "engag[ing] in the
unlawful practice of collecting employees' and applicants' genetic
information by asking them questions about their family medical history
on an employee health assessment form."35 5 Enforcing the proposed BPS
in this way, therefore, provides a path of litigation that will allow harmed
employees to recover, but in such a way that protects innocent
employers. 356
This approach will also preserve the CCPA's antidiscrimination
provision, 5' as GINA's retaliation provision serves the same purpose.311
A retaliation provision protects employees "who were subjected to
retaliatory acts for their complaints." 359 Such retaliatory acts are "strictly
prohibited" by GINA. 360 GINA, for example, specifically prohibits
349. See supra Part I.C.
350. Reema Kapur & Lily M. Strumwasser, A Major Milestone - The EEOC Settles Its First
GINA Systemic Lawsuit, SEYFARTH: WORKPLACE CLASS ACTION BLOG (Jan. 15, 2014), https://
www.workplaceclassaction.com/2014/01/a-major-milestone-the-eeoc-settles-its-first-gina-systemic-

lawsuit/.
351. Id.
352. Id.
353. Id.
354.

BNV Home CareAgency to Pay $125,000 to Settle EEOC Genetic DiscriminationLawsuit,

U.S. EQUAL EMP. OPPORTUNITY COMM'N. (Nov. 1, 2016), https://www.eeoc.gov/eeoc/newsroom
/release/ 11-1-16a.cfm.
355. Id.
356. Id.
357. See supra Part I.B.3.
358. See supra Part I.A.
359. See SEINER, supra note 74, at 145-46.
360. Id.
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discrimination "against any individual because such individual has
opposed any act or practice made unlawful by this title or because such
individual made a charge, testified, assisted, or participated in any manner
36
in an investigation, proceeding, or hearing under this title." 1
Considering GINA's inclusion of a retaliation provision, the BPS should
follow suit.3 62 Otherwise, employees may be "afraid to avail themselves"
of the statute's protection. 363
C. Additional Considerations
Transition into the federal framework implicates at least two
additional considerations: (1) the scope of preemption and (2) coverage
threshold. 364
1.

Biometric Preemption

Preemption, generally, refers to the power of a federal law to
supersede state and local laws. 365 In the context of biometric privacy
legislation, there are at least two constructive schemes of preemption: (1)
baseline preemption, and (2) ceiling preemption. 366 Baseline preemption
occurs when a federal law imposes "national minimum standards" (or, a
367
Under this
national "floor") with which state laws must comply.
approach, state and local governments are only permitted to "impos[e]
368
more stringent standards than those imposed by federal regulators."
GINA, for example, mandates that nothing under the statute shall "limit
the rights or protections of an individual under any other Federal or State
statute that provides equal or greater protection to an individual than the
rights or protections provided for under this chapter, including the
369
protections of an individual under the" ADA.
Considering that GINA follows this framework, there is merit to the
notion that the proposed BPS should follow suit. However, in light of the

361. The Genetic Information NondiscriminationAct of 2008, supranote 302.
362. See SEINER, supra note 74, at 146.
363. Id.
364. See infra Part HI.C.
365. See Privacy Preemption Watch, EPIC.ORG, https://epic.org/privacy/preemption/
visited Feb. 10, 2020).
366. Id.
367.

(last

Preemption, CORNELL LEGAL INFO. INST., https://www.law.comell.edu/wex/preemption

(last visited Oct. 14, 2020).
368. Id.
369. 42 U.S.C.S. § 2000ff-8(a)(1) (2012).
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unique nature of biometric information, this note argues that ceiling
preemption is more consistent with the goals of the proposed BPS. First,
ceiling preemption, as opposed to baseline preemption, would prohibit the
states from enacting additional employment laws in the field of
biometrics. 370 While this would stop the states from enacting more
comprehensive biometric privacy laws, this concern is outweighed by the
goal of uniformity. 37 1 The goal of the proposed BPS is to provide all
private sector employees with guaranteed biometric privacy rights, not to
punish employers. 372 If states are free to impose greater protections,
employers will be subject to the same issues currently plaguing
employees-namely, a state of confusion with regard to biometric privacy
rights. 373 Therefore, to preserve uniformity, the proposed BPS will be
construed to preempt all states from enacting employee-biometric
protections that are inconsistent with its provisions.
2.

Coverage Threshold

The final provision to consider is a coverage threshold provision.
GINA governs only those employers with "15 or more employees." 374
This approach may protect small employers from litigation if they
inadvertently violate the statute. 37 However, in light of the sensitive
nature of biometric information, this note argues that any collection of
biometric information poses a risk to employees, and, therefore,
employers should not implement biometric technology in the workplace
if they cannot do so in a way that is compliant with the BPS. This is
consistent with this note's rejection of the "small business" exception
commonly found in data privacy statutes.3 76
CONCLUSION

The use of biometric technology in the private sector promotes
business efficiency and enhances workplace security. 377 And as biometric
technology continues to progress, so too will its capabilities. The issue,
370.

See Privacy Preemption Watch, supranote 365.

371. Id.; see supraPart IIA.3.
372. See supra Part IILA.3.
373. See supra Part II.A.3.
374. DiscriminationandHarassment, JUSTIA (Apr. 2018), https://www.justia.com/employment
/employment-discrimination/.
375. Id.
376. See supra Part III.C.3.b.
377. See supra Part lB.
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however, is that biometric technology is dramatically outpacing the law,
and until Congress enacts federal legislation, the majority of employers
are free to collect, use, and manipulate their employees' biometric
Therefore, to provide uniform
information without repercussion.
coverage for private sector employees in all 50 states, federal legislation
Such federal legislation should take the form of an
is required.
antidiscrimination statute, and it should be founded upon the following
key principles: (1) defining biometric traits broadly and illustratively,
rather than exhaustively; (2) requiring notice and consent before the
collection of biometric traits; (3) providing comprehensive retention
standards; (4) establishing standards for destruction at the end of the
employer-employee relationship; (5) offering adequate remedies that may
be enforced by both employees and the EEOC; (6) preempting the states
from enforcing stronger laws; and (7) accomplishing these goals in a way
that is both practical and consistent with the concerns of employees and
employers alike. Enacting the proposed BPS under this framework will
protect employees from the biometric threat, but in a way that neither
stymies positive developments in biometric technology, nor threatens
employers with BIPA-like class actions.
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